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A WORLD
ON THE MOVE

New Technology for Enhanced Protection
and Solutions for Refugees

proGres in Partnership and the Biometric Identity Management System (BIMS)



Registration IS
every refugee’s
0asSPOrt 10
‘econnect with
the world. ..




We live in a world where
hundreds of millions of
people are on the move.
Almost 60 million have
been forced to flee their
homes due to conflict and
human rights abuses.

More than 14.4 million are refugees under the
UNHCR Mandate who are outside their home
countries and can no longer rely on their own
governments for protection. The challenge for
UNHCR, and for countries hosting them, is to
ensure that these refugees get the protection and
solutions they deserve.

This challenge is greater today in a world where
security concerns are heightened and many people
are moving from their homes for reasons that do
not make them eligible for refugee status. Ensuring
that people who need protection are recognized as
refugees and that individuals who do not qualify,

or are seeking to abuse the asylum process, are
identified, is critical to maintaining international
protection for those who need it.

Technology can help meet these challenges, but
most software solutions in the market are not
designed for the work UNHCR does, nor for the
often harsh and difficult environments in which we
operate. For these reasons, UNHCR had to find
innovative solutions.

Taking advantage of advanced information
technology, UNHCR is introducing a completely
new refugee registration and case management
system, called proGres in Partnership. In tandem
with proGres in Partnership, UNHCR developed the
Biometric Identity Management System (BIMS),
a powerful tool for capturing, storing and retrieving
biometric information about refugees, in order to
protect and preserve their identities over time.

Together these tools provide UNHCR with
innovative technology to support refugees from the
time they seek asylum and refugee status until they
achieve a lasting solution. This document describes
proGres in Partnership and BIMS and the ways
they will improve protection for refugees, UNHCR'’s
operations and our ability to work with partners.
UNHCR plans to deploy these systems over the
next three years, beginning in 2016, and in doing so
fundamentally change the way UNHCR operates to
the enormous benefit of refugees.



proGres In

Partnership

UNHCR has adapted commercially available software to build

a powerful and dynamic case management s

proGres in Partnership has been built upon

a system developed for customer relationship
management (CRM), called Microsoft
Dynamics CRM.

In a commercial setting, this software is used for
customer engagement in areas such as marketing,
sales and service. UNHCR has adapted this
powerful tool to create our first truly global case
management system which we call proGres in
Partnership. The system allows us to gather,
maintain, access and analyse data and information
about each and every refugee and their case, from
initial contact through to durable solutions. It is
centrally managed, allowing UNHCR staff members,
whether in the field or at Headquarters, to access
the same information in real time, thus allowing
them to be more responsive to the protection needs
of refugees

An important feature of proGres in Partnership
is its comprehensive coverage of the entire case
management process, helping UNHCR and its
partners to ensure a continuum of care, which

is especially important for those who are most
vulnerable.

Once rolled out, UNHCR will be able to manage the
full range of essential protection and assistance
processes within a unified system. This includes,
for example, Protection Case Management for
survivors of sexual and gender based violence,
Best Interest Determination for unaccompanied
and separated children, Vulnerability Assessments
to ensure effective targeting of assistance, and
durable solutions processes such as Voluntary
Return and Local Integration.



Key Features

Key features of proGres in Partnership allow UNHCR to organize processes sequentially and respond to
the unique protection, assistance and solutions needs of refugees in an individualized way:
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The Registration Module allows us to
capture comprehensive biographical
data about every individual, as well as
tracing their history of, and reasons for
flight.

The system also allows us to capture
skills, work experience and educational
background, to help us better design
activities which encourage self-reliance,
so that refugees can help themselves
more easily.

The new proGres contains Refugee
Status Determination data, which for

the first time will incorporate UNHCR’s
decision making process in an electronic
format accessible by all staff members
working on a case

The system improves recording of the
specific needs of individuals and also
strengthens the documentation and
tracking of the assistance UNHCR and
partners provide, helping us prevent
fraud and make sure the right people are
getting the right support at the right time.

A Resettlement Module eases UNHCR’s
work with resettlement countries, by
incorporating functionality to produce
Resettlement Registration Forms directly
from information gathered in the system.

New modules for best interest
determination, statelessness status
determination, tracing, vulnerability
assessment, protection incident
management and fraud management
will greatly improve case processing and
support in these important protection
service areas.

proGres in Partnership will provide a
common platform for collaboration,
allowing UNHCR staff members and
partners, as appropriate, to securely
access the data and work together in
providing protection, assistance and
solutions for refugees.

The system contains functionality which
will facilitate sharing with other systems
in a secure manner, where appropriate,
allowing for the better integration

and coordination of protection and
assistance activities.

Put simply, this new system will allow UNHCR and our partners to help
refugees more efficiently and effectively while improving the integrity and
security of our work.

We have a system that helps UNHCR:

Collaborate more effectively, both internally and

with partners

Maintain a global view of all the people we are
supporting

e Enhance our case management processes and
capabilities

e (Capture data and information more effectively
and efficiently leading to better decision-making
and more efficient delivery of services



Siometric |[dentity
Management System

Helping us stay in touch with those who are in protracted situations or
repeatedly forced to flee whilst improving security and reducing fraud




BIMS has taken the best features of global biometric
identification management systems and adapted them to
UNHCR’s needs, even in the most remote locations.

BIMS makes use of sophisticated technology to enhance UNHCR’s
capacity to establish, preserve and verify the identity of individuals
of concern over time, thus facilitating the targeting of life saving
protection and assistance and ensuring the reliability of the process,
including during resettlement.

By pairing up these two powerful tools, BIMS and
proGres in Partnership, UNHCR has created a
comprehensive system which gives the assurance
of integrity of the data we capture on each and
every refugee.

The security advantages of being able to quickly verify, through
biometric matching, whether an individual claiming to be someone is
indeed that person are great. Not only will this help ensure that scarce
resources go to those who are most deserving, UNHCR will also be
able easily to identify individuals previously registered with UNHCR

in the same location or elsewhere in the world. Now, with proGres in
Partnership and BIMS, refugees approaching UNHCR in a different
UNHCR location can be met with near instantaneous confirmation of
their identity and seamless transition of assistance and other case
management activities.

BIMS uses unique physiological characteristics in each individual’s
fingerprints and irises to verify their identity and links these to
photographs and identity information. The system is based on
technologies used by governments at airports and border crossings,
but with enhancements to suit the varied and often harsh conditions in
which UNHCR works. In its first field deployments for example, BIMS
was used in remote border camps in Thailand where unique biometric
records were created for nearly 100,000 refugees; and in the deserts
of Chad, where as of mid-June 2015 more than 180,000 refugees have
been biometrically enrolled in UNHCR’s global database.

Much of this work was done through the tool’s off-line capability,
which allows BIMS to operate without a connection to the internet.
Data is subsequently uploaded and synchronized with UNHCR’s
global biometrics database when connectivity becomes available. This
flexibility will have a hugely positive impact on refugees particularly in
emergency situations with limited or no connectivity, where the ability
to process large numbers of individuals as quickly as possible, while
still maintaining integrity of the data, is paramount.




How will proGres in Partnership and
BIMS help UNHCR change lives?

Enhancing Protection — Improving
our response to some of the world’s
most vulnerable people

Protecting refugees, restoring their dignity and
helping them to rebuild their lives is UNHCR’s core
mission. Not only do refugees experience trauma
from having faced war or persecution, but over
time, they must also come to terms with the loss

of the home and communities they knew and their
sense of themselves as individuals living normally in
society.

The deployment of proGres in Partnership and
BIMS will strengthen UNHCR’s ability to identify,
recognize, and preserve the identities of refugees,
document their needs for protection and the
humanitarian assistance they have received and
help them to achieve durable solutions. proGres

in Partnership and BIMS will enable UNHCR to
respond quicker to refugee needs and better target
protection and humanitarian support.

With proGres in Partnership, UNHCR will have

a growing, secure global database of refugee
information, which will significantly enhance
UNHCR’s ability to analyse the profile and situation
of refugees around the world, including the reasons
why they are fleeing, their protection and assistance
needs and the progress we are making in promoting
and securing durable solutions for them. The Data
Warehouse feature will allow the “freezing” of live
data at certain points in time to permit historical and
trends analysis and better forecasting.

In essence, the systems allow UNHCR to stay

in touch with refugees, knowing who they are,
where they are, what they need and how they are
moving on a global scale, so we can provide the
right support wherever they are — helping them and
facilitating our work with governments and partners.

Harnessing the power of a global,
integrated system — Helping us meet
the needs of millions of people, one
refugee at a time

These systems will allow UNHCR to carry out its
complex work in ways that are comprehensive, yet
individualized and mindful of resources. Because of
the scale and global nature of refugee movements
today, UNHCR faces a tremendous challenge

in providing individual responses to millions of
refugees in an efficient and effective way. The

fact that proGres in Partnership and BIMS are

tied together through a seamless interface means
that UNHCR teams in the field will have access to
comprehensive and reliable data, in real time, for
every refugee who needs protection and, ultimately,
a lasting solution.

The global deployment of this

system will mean that UNHCR will

be able to state with confidence
that a refugee who first sought
protection — perhaps years

ago — is the same individual
who is being recommended for
resettlement to a new country.



Enhanced Effectiveness and
Efficiency — Making our donor’s
money go much further with more
measurable results

proGres in Partnership’s enhanced case
management capacity will add a new dimension to
our work, bringing together a range of processes
that have been managed separately until now.

For the first time, authorized staff members will
have a complete overview of an individual’s case

in a simple to use and secure electronic format.
Interview transcripts, case notes, special needs and
assistance rendered to each refugee are preserved
in one, easily accessible system with access rights
precisely defined. Staff members will be able to
highlight new situations as they arise and alert
colleagues to take action to respond to emerging
protection needs.
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Increased Integrity — Ensuring that
UNHCR and partner resources get to
the people who need them the most

Linking BIMS to proGres in Partnership enhances
the integrity of our protection and assistance
programmes, as well as solutions activities aimed
at securing resettlement, voluntary return and
local integration for refugees. Capturing accurate
biometrics allows us to confirm the identities

of refugees when they seek services or receive
assistance, even when they approach UNHCR in
another location. Working in tandem with proGres,
BIMS will help ensure that humanitarian support
is provided to the right individuals and will greatly
assist in the prevention of fraud.

The global system blocks the enrolment of identical
biometrics, ensuring that every record across all
operations is unique. The system also synchronizes
intelligently so that operations can receive biometric
records from nearby operations, which prevents
double registration or “recycling” by people seeking
to benefit from assistance multiple times. It will also
facilitate the transfer of cases from one office to
another in situations in which refugees have moved.

In Malawi, where proGres in Partnership has been
deployed, a case entered into the system after
registration in Dzaleka Refugee Camp can have a
simultaneous RSD process initiated by Malawian
Government RSD staff while at the same time
health, education and livelihoods solutions can be
put in place by our NGO partners. With proGres
in Partnership, all these different organizations
can access the same cases simultaneously to
ensure that assistance is coordinated and that it is
targeting real needs.




Protecting Refugee’s

Personal Data:

UNHCR has integrated rigorous data
security into the design of proGres in
Partnership and BIMS.

As with any complex system, care must be
taken with storing sensitive personal data and
determining what level of access users of the
systems should have. The systems have a strict
security regime built in so that authorized users
must use a central log in and, even then, they
can access information pertinent to their work.
This means, for example, that a Registration
Officer will not be able to see information in the
Resettlement Module as it is does not apply to
the registration process.

Similarly, BIMS stores biometric images of

fingerprints and irises only on the central

database, which provides greater security

and allows for reliable back-up of data. In the

field, the fingerprints and irises of refugees

are matched against templates — digital

representations of the biometric images —

avoiding the risk of storing original data locally

where it is more difficult to keep secure. .
Sensitive information related to a refugee’s L,
identity and their protection needs will therefore
be maintained much more securely than with
the paper files or other software currently in use,
better ensuring the security of data and the risk
of theft or accidental destruction. Confidential
notes can be stored in the system, giving
refugees added confidence that only those $
who need to know will be able to access such ¥
sensitive information. : ,g

Both proGres in Partnership and BIMS '
incorporate sophisticated built-in tools for 5
the detection, prevention and investigation of :
unauthorized or fraudulent use of the systems,
so that information about staff members who
added information is recorded, traceable and
may be audited.
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Deployment Strategy

To harness the power of proGres in Partnership and BIMS in
responding to the diverse needs of 14.4 million refugees in

91 operations worldwide, UNHCR has put in place a multi-year
deployment strategy that incorporates:

e an approach where multiple teams, based in Copenhagen and in
key regional locations in the field, conduct simultaneous software
deployments in different operations;

e multifaceted training for thousands of users designed to make
use of eLearning together with extensive user documentation and
face-to-face sessions with UNHCR and partner staff in the field,
all of which have been developed ‘in house’;

e the movement of existing data from the current version of
proGres, comprising millions of individual records, as well as other
sources into one common application and database; and

e measures to boost connectivity in remote locations and the
provision of IT equipment, including technical devices for
capturing biometrics.

UNHCR'’s planning integrates lessons learned from the testing phase
and initial deployments: Since the beginning of 2015, proGres in
Partnership was successfully implemented in five operations, where
data transfer and training strategies were piloted and refined, while
BIMS has now been deployed in fourteen operations, with over
750,000 refugees biometrically enrolled in the system.
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